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Agenda 

• Cyber Threat Landscape 

• Online Transaction Security Issues 

• How to Govern and Assure Cyber Security in 

Organisations? 

• Mode of Incident Referrals 
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The World Today is HIGHLY CONNECTED 

2,749 million*  

1,269 million* 
Digital citizens in Asia 

& Pacific 
(ITU 2013) 

  

46% 

19.2 mil 
(Malaysia Communication and Multimedia Commission 2013) 

Digital citizens in Malaysia 

Digital citizens worldwide 
(ITU 2013) 

 
 
 

 5 billion in 2015 
 (Nokia Siemen) 
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The World Today is HIGHLY CONNECTED 

2,405,518,376 

Digital citizens worldwide 
(as of June 2012) 

1,076,681,059 

Digital citizens in Asia 

44% 

17,723,000 

Source: The Star Newspaper 17 November 2012 

Digital citizens in Malaysia 



Copyright © 2016 CyberSecurity Malaysia 



Copyright © 2016 CyberSecurity Malaysia 

                                                     Technology Is Double-Edged Weapon 

7 

Mobile Devices 

Big Data 

Internet of  
Things 

Trends of Computing 
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New Technologies Introduce New Security Issues 
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ICT as Business Enabler vs Escalation of Cyber Threats 

9 

Cloud Services: Trade-off between security and efficiency 
* Data can be unencrypted 

* Is the Cloud secured? 

Internet of Things: Everything is connected 
 

* Spread various kinds of malicious  software i.e.  Adware, bots, bugs, rootkits, 
spyware, trojan horses, viruses and worms 

Mobile Devices: They are  part of ecosystem, but  organisations do not 
control 

* Data loss/leakage * Devices maybe insecure 

* Abuse functions  or unauthorised  access as a result of malicious software 



Copyright © 2016 CyberSecurity Malaysia 10 

The Use of Social Media: 
 

Data 
Security 

Data 
Privacy 

Regulatory 
Compliance 

Social 
Engineering Malware 

Attack 

Reduced the cost of content creation, distribution and discovery methods BUT ….. 
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Easy access to Hacking tools 

• Manual and training videos on 

attacking control systems 

(SCADA/DCS) are publicly 

available (Tutorial, Youtube, etc) 

• Hacking tools can be downloaded from the Internet and 
applied with limited system knowledge 

 

 

 

 
 

NMAP 

11 



Copyright © 2016 CyberSecurity Malaysia 12 

CYBER SPACE  

889,469 
 Reported Case of 

Malware & Botnet 
Drones Infection  

4,581 Reported 

Case on General 
Incident 

Classification 

TREND OF MALAYSIA CYBER 

SECURITY THREATS IN 2015  

156,357 
Reported Spam 

Emails 

CYBER HARASSMENT 

FRAUD! 
Info: www.mycert.my 
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Top 15 countries with highest numbers of users attacked between 
April 2013 and July 2014. Malaysia: 1.97% out of 3,408,112 
malware attacks  

Source: Mobile Cyber Threats. Kaspersky Lab & INTERPOL Joint Report, October 2014 

ISSUES & CHALLENGES  

- Malaysia Ranked 9th In Malware Attacks 
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Source: TREND MICRO – TrendLabs 2Q 2014 Security Roundup 

ISSUES & CHALLENGES  
- Online Banking Malware Attacks 
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Harvesting Opportunities 

16 

A Sizeable & Growing Market 
 
•   Globally, Digital Economy contributed 

 35% to Global Trade (US$17 trillion) 

 in 2009  

•   Total Worldwide ICT Spending was

 expected to grow 3% to US$4.1 
 trillion in 2011 
 
•   Global e-Commerce revenues will hit 

 US$3.8 trillion by 2020 
 
•   Malaysia e-commerce transaction 

(2011)            RM824 million 
 

•   Malaysia e-commerce expected to 

 surpass RM1.9 Billion in 2016 
 

 

 

 

 
 
 
 Source: 
 ITIF March 2010 
 Digital Planet  WITSA, 2010 
 TMX News, Oct 2010 
  Euromonitor 

 “All one needs is a computer, a network connection,  
 and a bright spark of initiative and creativity to 

 join the economy” 

 Don Tapscott & Anthony D. Williams, Wikinomics 
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• 56.35% : Safety Issues  

• 50.79%: Unreliable   
(Source : IDC research)  

 

                    7/10 online users 

are willing to spend/ spend 

more online if the internet 

safety measure are improved 
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Reasons:  

Users not doing Online Shopping 
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Website Scam 
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What Drive Cyber Security Preparedness 

22 

Preventive 
Risk Assessment 

Implementation of 
Information Security 

Controls 

Adherence to policies and 
procedures 

Employee Competency & 
Information Security 

Awareness Programme 

Business Continuity 
Management 

Detective 

Vulnerability Assessment 
& Penetration Testing 

ICT Product & System 
Evaluation 

Incident Response Team 

Data Breach Protection 
tool 

Corrective 

Management Review 

Regular Monitoring 

Periodical  Internal Audit 

APPROACH 

TOP MANAGEMENT COMMITMENT 
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Objectives of Information Security Governance 

23 

 

• Strategic Alignment - to align the information 

security strategy with business strategy /objectives 

(strategic alignment)  

• Value delivery – to deliver value to the governing 

body and to stakeholders 

• Provides accountability – to ensure that information 

risk is being adequately addressed 

 

  

  

Source: ISO/IEC 27014:2013 Governance of information security  

Can be achieved by having a set of principles 

and processes by which an organisation 

provides direction and oversight of information 

security-related activities  
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Preventive 

Risk Assessment 

Implementation of 
Information Security 

Controls 

Adherence to policies and 
procedures 

Information Security 
Awareness Programme 

Business Continuity 
Management 

Detective 

Vulnerability 
Assessment 

Incident 
Response Team 

Data Breach Protection 
tool 

Corrective 

Management 
Review 

Regular 
Monitoring 

Periodical  
Internal Audit 

APPROACH 

Top Management Involvement 

Proactive method to identify risks associated with cyber security and 

organisation major threats enable organisation to manage and mitigate 

the risks before they occur 

Based on the risk assessment results, organisation will determine and 

implement relevant information security controls including establishing 

relevant policies and  installing preventive tools 

What Drive Cyber Security Preparedness (cont...) 
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Preventive 

Risk Assessment 

Implementation of 
Information Security 

Controls 

Adherence to policies and 
procedures 

Information Security 
Awareness Programme 

Business Continuity 
Management 

Detective 

Vulnerability Assessment 

Incident Response Team 

Data Breach Protection tool 

Corrective 

Management Review 

Regular Monitoring 

Periodical  Internal Audit 

APPROACH 

Top Management Involvement 

•  Beyond risk management, cyber security is also about 

organisational resiliency and strategies for business 

continuity, when an attack is successful  

 

•  Business continuity management plays an important role 

in reducing the cost of data breach. The research reveals 

that having business continuity management involved in 

the remediation of the breach can reduce the cost by an 

average of $7.1 per compromised record. (Source: 2015 Cost 

of Data Breach Study:  Global Analysis  by Ponemon Institute LLC ) 

What Drive Cyber Security Preparedness (cont...) 
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Preventive 

Risk Assessment 

Implementation of 
Information Security Controls 

Adherence to policies and 
procedures 

Employee Competency & 
Information Security 

Awareness Programme 

Business Continuity 
Management 

Detective 

Vulnerability Assessment 

Incident Response Team 

Data Breach Protection tool 

Corrective 

Management Review 

Regular Monitoring 

Periodical  Internal Audit 

APPROACH 

Top Management Involvement 

People is the weakest link in information security chain 

•  Based on the risk assessment results, organisation will determine 

appropriate trainings for employees’ competency and capability to 

manage information security.  

•  Information Security Awareness programme embeds information 

security culture in an organisation.  

What Drive Cyber Security Preparedness (cont...) 
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Preventive 

Risk Assessment 

Implementation of Information 
Security Controls 

Adherence to policies and 
procedures 

Information Security Awareness 
Programme 

Business Continuity Management 

Detective 

Vulnerability Assessment 
& Penetration Testing 

ICT Product & System 
Evaluation 

Incident Response Team 

Data Breach Protection tool 

Corrective 

Management Review 

Regular Monitoring 

Periodical  Internal Audit 

APPROACH 

Top Management Involvement 

Provides analysis on vulnerabilities 

findings and recommendations 

based on best security practices in 

mitigating the discovered security 

weaknesses 

A group of people who prepare for and respond to any 

emergency incident  such as any real or suspected 

adverse event in relation to the security of computer 

systems or computer networks 

Provides evaluation and certification 

on  security functionality of ICT 

products & Systems against defined 

criteria or requirements of ISO/IEC 

15408 Common Criteria standard 

What Drive Cyber Security Preparedness (cont...) 
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Preventive 

Risk Assessment 

Implementation of Information 
Security Controls 

Adherence to policies and 
procedures 

Information Security Awareness 
Programme 

Business Continuity Management 

Detective 

Vulnerability Assessment 

Incident Response Team 

Data Breach Protection tool 

Corrective 

Management Review 

Regular Monitoring 

Periodical  Internal Audit 

APPROACH 

Top Management Involvement 

Management to review the effectiveness of information security 

management based on risk assessment result, audit finding, inputs from 

interested parties, change management, recommendations for 

improvements and etc.  

Measurement of effectiveness can be a mechanism to monitor 

regularly the performance of any implemented controls 

Provide periodic “health check” on organisation’s cyber security management  

What Drive Cyber Security Preparedness (cont...) 
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Preventive 

Risk Assessment 

Adherence to policies and 
procedures 

Information Security Awareness 
Programme 

Business Continuity Management 

Detective 

Vulnerability Assessment 

Incident Response Team 

Data Breach Protection tool 

Corrective 

Management Review 

Regular Monitoring 

Periodical  Internal Audit 

APPROACH 

TOP MANAGEMENT COMMITMENT 

• Top management to pay greater attention to the security practices of their organisations especially to 

address concern about the potential damage to reputation, class action lawsuits and costly downtime. 

 

• Based on study conducted by Ponemon Institute LLC, there are positive consequences that can result 

when boards of directors take a more active role when an organisation had a data breach. Board 

involvement reduces the cost by US$5.5 per record.  

 

• 79 percent of C-level US and UK executives surveyed say executive level involvement is necessary to 

achieving an effective incident response to a data breach and 70 percent believe board level oversight is 

critical 

                               

                                                  Source: 2015 Cost of Data Breach Study:  Global Analysis  by Ponemon Institute LLC  

What Drive Cyber Security Preparedness (cont...) 
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Safe online transaction tips 

• Update your browser  

• Look at HTTPS 

• Secure password 

• Two-factor authentication 

• User secure payment methods 
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Increase Trust Rating 

with  
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➲ Malaysia Trustmark is a government initiative to ensure the 
safety of e-business over the Internet. By having a mean of 
audit and validation, consumers are able to trust the e-
business websites that it browses and proceed with the online 
transaction if applicable.  
 

➲ Ministry of International Trade and Industry (MITI) is 
mandated to drive the development of Malaysia Trustmark 
development.  
 

➲ CyberSecurity Malaysia is entrusted with Malaysia 
Trustmark for Private Sector, while Malaysia Administrative 
Modernization and Management Planning Unit (MAMPU) are 
responsible for Malaysia Trustmark for Public Sector 

32 

Overview of Malaysia Trustmark 
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What is an e-Commerce Trustmark? 

A badge, image or logo found on an electronic commerce Web site that 

indicates the Web site is a member of a professional organization or 

that the Web site has passed security tests. The trustmark shows 

approval branding of a known third company.  
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Compliance with the national regulatory requirements 
- Personal Data Protection Act 2010                                 
-  Digital Signature Act 1997                                               
- Digital Signature Regulation 1998                                    
- Consumer Protection Act 1999                                        
- Companies Act 1965                                                          
- Registration of Business Act 1956 

Recognised and proven e-commerce code of conduct 
by WTA 

Services provided is based on national and 
international requirements 

PCI DSS and Security Posture Assessment, can be 
included as additional services 

Why Malaysia Trustmark? 
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Gain consumers’ trust and confident in 
Malaysian e-business 

Improve the competitiveness of Malaysian 
merchants in global market 

Enhance Malaysia’s reputation as a country 
operating in conformance to high levels of 
security assurance that monitors e-business 
activities - to prevent fraud and other online 
shopping scams 

Benefits of Malaysia Trustmark 
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Mode of Incident Referrals 
 
 Email 

o cyber999@cybersecurity.my 

 Phone/Hotline 

o +603 8992 6888 

o 1 300 88 2999 

 Fax 

o +603 8945 3442 

 SMS 

o 15888 “Cyber999 Report” 

 Mobile (24x7) 

o +6019 266 5850 

 Online – http://www.mycert.org.my 

 Walk In - Office Hours: MYT 0900 – 1800 

 Mobile application (iOS and Android) 
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http://www.mycert.org.my
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